PolyScience: Detail on communicating to an "AD" instrument via Ethernet UDP on the rear panel of the instrument

Setup information shown here describes a simple, direct (one to one) connection from a PC's LAN ethernet port straight to an "AD" instrument ethernet port, using a standard Cat5 cable

"PacketSender" Allows commands to be sent to the "AD" via Ethernet UDP, this application downloaded from internet, free to use.
"WireShark" Monitors and Displays Ethernet messages sent and received by "PacketSender" or "ADUDP" to the "AD" instrument, this application downloaded from internet, free to use.
"ADUDP" Simple standalone Windows application which sends a command to, and display responses from, the "AD" instrument over Ethernet UDP, available upon request from PolyScience
"AD" instrument menu settings required ... > COM ETHERNET
(see "AD" product manual for more detailed explanations) UNLOCK 100
ETH FIXED IP

IP 010.137.202.022

nEt 255.255.255.000

route 010.137.202.001

Notebook / desktop Windows 7 PC, Local Area Network Settings for communicating to an "AD" instrument via Ethernet UDP protocol

TR ocoi - Connection Properties S| I v Protocol ersion 4 (TcP/iPu4) Proper 20X
Metwarking |Sharing I Metworkinig IShan’ng | General
Connect using: Connect using: You can get IP settings assigned automatically if your network supports
I & Broadcom NetXtreme 57ox Gigabit Controller I & Broadcom Netireme 5o Gigabit Controller Ll 'F”{‘,;-‘;";“Sf;ﬁ‘;g‘; S s o Y At bt < e
_ : o _ i " Obtain an IP address automatically
This connection uses the following items: This connection uses the following items:
- —1i* Use the following IP address:
[ o Cliert for Microsoft Networks = 1 BQDS Packet Scheduler ;I
O @;’-‘N‘G Firewall MDISE Helper [ 8 File and Printer Sharing for Micrasoft Networks A cekesi=sn I 8 il il
O .Q\ﬁrtual PC Metwork Fiter Driver 4. Broadcom Advanced Server Program Driver Subnet mask: | 755 . 250 . 355 Q)
O BQDS Packet Scheduler [ i Irtemet Protocol Version 6 (TCP/IPvE)
(] JB File and Printer Sharing for Microsoft Networks «i Intemet Protocol Version 4 (TCP/1Pvd) Default gateway: |
B Broadcom Advanced Server Program Driver [ s Link-Layer Topology Discovery Mapper 140 Driver
[ -a Intemet Protocol Version & (TCP/IPvE) v| [ & Link-Layer Topology Discovery Responder - " obkain DM sepver address automatically
4 »
| | < | B —i*" Uze the following DMNS server addresses:
Install.... | Uninstall Eroperiies | Install... Urinstall Froperties | Preferred DNS server: I !
- Description [~ Description Alternate DMS server: I
Broadcom Advanced Server Program Driver Allows your computer to access resources on a Microsoft
networl.
I validate settings upon exit e |
i

oK e oK G ok | cancel |

"PacketSender" Setup to Read Temperature from the "AD" instrument...
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File Tools Help

Packet Sender -

=101 ]

Mame I Packet Mame

ASCIL |RTY

HEX |52540d

Address |10.137.202.22 | Port | 1024 Resend Delay |0

send | save |

R

ISear':h Saved Packets. .,

Delete Saved Padcaztl [ Persistent TCP

Send | Mame I Resend (sec) I To Address I To Port I Method I ASCII I Hex I
Clear Log | FLogTraFﬁc Save Log | SaveTraFﬁcPadaetI Cnp}rm{:ﬁpboa'dl
Time | From IF From Port ToIP | To Port Method | Error | ASCII I Hex I
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"PacketSender" (Setup required, "Enable UDP Server with UDP Server Port O for random)

Packet Sender Settings :

Display Metwaork | Smart Responses I

—Basic —Additional TCPJUDP Settings

¥ Enable UDP Server % Server IPv4 Mode i server IPv6 Mode

UDP Server Port (or O for random) ID Car:celﬂesaﬁkmaﬁer#padtetslﬂfornﬁ
™ Enable TCP Server

TCP Server Port {or 0 for randam) IEEDEG

[T Attempt Receive Before Send

™ so00ms delay after connect (slow devices)

I Ppersistent TCP Connections

[T Enable cirl {or Emd)+ E to translate ASCII field to EBCDIC

™ send a basic response with macro support

=l

Response Data I{Lnad. s

AsCII |

HEX |

Cancel




"PacketSender", Ethernet UDP Send Command "RT\r" sent to 10.137.202.22

Packet Sender
File Tools Help

Mame | Packet Mame

ASCIL |RTY

HEX |52 540d

Address Ilﬂ.13?.2132.22 Port | 1024 Resend Delay |0

[ e =] Send |

sve |

I Search Saved Packets.,.

Delete Saved F'a::l-:ﬁtl ™ Persistent TCP

Send I Mame I Resend (sec) I To Address | To Port I

Method |

asci | Hex |

Clear Log |

v Log Traffic Save Log | Save T:raﬂ‘icPad;:Etl Copy to Clipboard

From IP From Port I To IP To Port

| method

| o |

10:51:37.851am You 58913 10.137.202.22 1024

Time I
ﬂ i

UDP RTY

| 2l

& TCP Server Disabled

IPv4 Mode !
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"WireShark", Ethernet UDP traffic monitor, highlights the UDP Send Command "RT\r" (note the expression of "ip.addr == 10.137.202.22" only displays messages specific to this IP address)

“  *Broadcom NetXtreme Gigabit Ethernet Driver: Local Area Connection - -0l =]
File Edit WView Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 0| L PRB|(Re==F o < [=Elaaarm
[ |ip.addr == 10.137.202.22 BEi) -] Expression... | +

45 58918 » 1824 Len

2 8.823621 1@.13?.2@2‘22 18.137.262.2 LD P 68 1824 - 1826 Len=7

#-Frame 1: 45 bytes on wire (368 bits), 45 bytes captured (368 bits) on interface @
F-Ethernet II, Src: Dell 69:3b:45 (f@:4d:a2:69:3b:45), Dst: Creative 79 (@0:50:c2:c8:99:79)
-- Internet Protocol Version 4, Src: 18.137.262.2, Dst: 18.137.282.22

B User Datagram Protocol, Src Port: 58918, Dst Port: 1824

H-Data (3 bytes)

GEPE @0 50 c2 c8 08 79 T8 4d a2 69 3b 45 63 @@ 45 @@  .P...y.M .ij;E..E.
8818 e0 1f 16 d7 00 00 30 11 00 ©0 Ba 89 ca 82 83 B9  ........ ceeeeaes
2828 ca 16 =6 26 84 @@ 80 ab a9 47 FIENEE Y P c . T . |

| © 7 Data(data), 3bytes | Packets: 2 - Displayed: 2 (100.0%) || Profile: Default Y
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"WireShark", Ethernet UDP traffic monitor, highlights the UDP Received Message reported by the "AD" instrument...

" *Broadcom NetXtreme Gigabit Ethernet Driver: Local Area Connection i =10O] x|

File Edit WView Go Capture Analyze Statistics Telephony Wireless Tools Help

dm oL MRBRe=>=F 4= [Eleaaan

[ |ip.addr == 10.137.202.22 B4 ~| Expression... | +
Mo, |"I'|me ISm;rce I Destination I Protocol ILEﬂgﬂ'1 I Info I

1 @.eepaa8 18.137.282.2 18.137.262.22 LIDP 45 53918 = 1824 Len=3
i : 68 1824 - 1826 Len=7

H- Frame 2: 68 bytes on wire (488 bits), 68 bytes captured (480 bits) on interface @

- Ethernet II, Src: Creative 79 (88:568:c2:c8:98:79), Dst: Dell 59:3b:45 (f@:4d:a2:69:3b:45)
--Inter‘net Protocol Wersion 4, Src: 19.137.282.22, Dst: 18.137.282.2

#-User Datagram Protocol, Src Port: 1824, Dst Port: 1826

H-Data (7 bytes)

@008 fe 4d a2 69 3b 45 @@ 58 c2 cB 98 79 B8 @0 45 09
G818 @0 23 @@ 25 @0 00 64 11 ad 7a Ba 89 ca 16 @a 89
BE28 ca 02 04 00 B4 B2 29 of 28 32
oe3e [Ef oo 00 oo o0 of o0 00

| © 7 Data(data), 7bytes || Packets: 2 - Displayed: 2 (100.0%) || Profile: Default v

Filename (AD-UDP-information 20170503.xIs)
Sheet (Sheetl)
Page (5 of 8)




"ADUDP", application to send a command, to receive the response, from an "AD" instrument over Ethernet UDP

A. application folder contents

R C\Users\peM65001 \Desktop | ABI =10l x|
|OO || - ADudp - k&
File Edit WView Tools Help
Organize + = a2 o~ [ @
&adudp.exe
{%|libgoc_s_dw2-1.dll
|| mingwm 10. dll
|%| QtCored.dll
%] QtGui4.di
|| Qe twork4. di
l 6 tems
|6 items 4
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B.

ARUDP

Set IP

Response

C. enter IP Address of "AD" instrument

ARDUBRP @G

Set IP 10.137.202.22|

D. enter a command to send, followed by the "Enter" key

@10

G
i

ARDUDP (

Set 1P 10.137.202.22

E. response from the "AD" to the "RT" command (Read Temperature)

ARDUDP @)1 0)

Set IP 10.137.202.22
Enter Command

Response 20.01



F. response to the command if the Ethernet is not operating correctly

ADUDP @10

Set IP 10.137.202.22

Enter Command RT

G. command unrecognized, command is case sensistive, must use all Upper Case characters

ADUDP

Set IP 10.137.202.22

Enter Command

Response

Response

H. correct command entered, when Ethernet is operating correctly

ADUDP

Set IP 10.137.202.22

Enter Command RS

Response
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To allow a "Set" command, such as "SS20.02", Set Point = "20.02°C", to be accepted by the "AD" instrument, the "UNLOCK" menu needs setting on the "AD" and within the "ADUDP" application

on the "AD" instrument front panel...

move to menu selection displayed as "SET LOCKED"
at the "AD" front panel, enter "UNLOCK 100" at the "SET LOCKED" menu by sliding up/down on the "SET" display area

this number "100" is then entered into the "ADUDP" application by selecting the "Red Padlock" icon as shown below

A. select the Red Padlock icon

1) Make sure Ethernet is selected on the AD unit,

2} Make sure the corresponding IF address is entered
correctly in ADUDP.

3) Enter the corresponding 3 character unlock code below.

Unlock Set: 2

B. enter "100"

1) Make sure Ethernet is selected on the AD unit.

2} Make sure the corresponding IF address is entered
correctly in ADUDFP,

3) Enter the corresponding 3 character unlock code below.

Unlock Set: o909

ADUDP

Set IP

Enter Command SS20.02

Response unlocked
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D. correct operation. The "100" entries at the "AD" and the "ADUDP" match

ARDUBDP @ (R0

Set IP 10.137.202.22

Enter Command SS20.02

E. incorrect operation, the command is not accepted by the "AD", mismatch in the "100" entries at the "AD" and the "ADUDP"

ARDUDP @10

Set IP 10.137.202.22
Enter Command SS20.02




